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Present-day consumer society increasingly satisfies its needs through digital chan-
nels, and financial products and services are no exceptions. The 4th industrial rev-
olution is not only about the penetration of technology, but also the paradigm shift 
of business processes. The traditional members of the financial sector must adapt 
to the digitalized world to keep their positions in the market. The penetration of 
BigTech and FinTech companies influenced the expectations of consumers: cus-
tomer experience became the main criteria of their decisions. In order to simplify 
and accelerate processes, banks use the methods of digitalization, and automatize 
the system to increase client satisfaction. In this article, we will introduce the three 
bank types based primarily on the usage of innovative technology, the extension 
and depth of the cooperation with FinTech companies, and the status of a bank’s 
internal digital transformation. Also, we will introduce the current status of the 
banking sector evidenced by our SWOT-analysis and mention some of the existing 
payment solutions.
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1. Introduction

The accelerated digitalization and the penetration of FinTech and BigTech compa-
nies force banks to change tack. Also, a regulatory environment full of challenges 
and potentials has evolved. The topic of our research is a current issue because 
digitalization and continuous innovation have turned the financial sector upside 
down and enhanced the competition among its members. The entering in of in-
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We are experiencing an international intensification of digitalization, in which 
the members and clients of the financial sector face different generational chal-
lenges. Concerning the service providers of the financial sector, only those can 
survive who continuously modernize their technology in order to meet their cli-
ents’ requirements. Digitally illiterate businesses risk becoming obsolete. 

2.1. The FinTech phenomenon 

In the financial sector, FinTech and BigTech businesses are the new market par-
ticipants in a sense that they provide more and more financial services with the 
help of their digital knowledge. FinTech is the new generation of digital finances 
and on the other hand can refer to the provider of the digital financial services, 
using innovative, new technology that can be a new software, IT system or a new 
business model.

New market participants are trying to come up with offers that clients have 
never seen or experienced before, because these new offers have not ever been 
provided by the incumbent members of the financial sector actors to-date. There 
are three main reasons why financial service businesses have not done so before: 
either because they did not have enough source to introduce technological inno-
vations in their processes, or the regulatory environment made it harder to trans-
form, or simply they just did not see the potential in digital natives.

FinTech created a new industry in which financial services have become more 
effective by developing technologies and software. Moreover, often FinTech com-
panies create cheaper or completely new services. FinTech does not merely rep-
resent a kind of trend, but it can also be considered to be a reform process which 
is taking place in finances. In this context, these businesses are the drivers of dig-
ital transformation for banks, these include new software, processes, products, or 
even business models. Because of their huge, but outdated systems, it is hard for 
the incumbent members of the banking sector to keep up with the new market 
participants. Often, FinTech firms focus on market segments, thus fewer rules re-
strict their activities, or the regulatory system just simply cannot control the new 
type of services. A growing percentage of banking employees are IT specialists 
which also reflects the increasing importance of digitalization and information 
technology (Turzó, 2016).

According to the consultation document of the National Bank of Hungary, 
there are – basically – three potential paths of development with respect to the 
spread of FinTech firms:

•	 One possibility is that incumbent market participants incorporate the in-
novation (e.g. in the form of a partnership agreement, acquisition or inter-
nal innovation) either at the local or the global level. As a result, innovative 
firms become part of the traditional financial intermediary system. 

novators to the financial market increased the number of competitors. In order to 
survive, the incumbent market participants in the financial sector must adapt to 
the changed circumstances. 

The purpose of our research is to introduce the conditions having an impact 
on the financial sector, particularly focusing on the penetration of digitalization, 
new market participants, the requirements of industry regulators and revolution-
ary new innovative solutions and phenomena. Finally, we will demonstrate how 
financial institutions react to these challenges. This article is based on secondary 
research, the elaboration of literature sources and the introduction of the results 
of international and domestic surveys.

2. Factors having an impact on the financial sector and
the reaction of financial institutions

Digitalization can be seen as a phenomenon for saving resources or making work-
ing processes faster. One thing is certain: by the 21st century, digitalization has 
fully covered most fields of economy and society. The accelerated digitalization 
and the penetration of FinTech and BigTech companies force banks to change 
tack. Also, a regulatory environment full of challenges and potentials has evolved. 
For some, the root of aversion to digitalization comes from the fear mostly of 
cyber-attacks or the fear of robots assuming power over humans. On the other 
hand, most banks and businesses have a positive view of digitalization and the 
advantages ensured by FinTech (Financial Technology). Still, there can be huge 
differences among countries and regions. 

In fast-developing Asian countries, Fintech services spread very quickly. In 
North America, the outstanding investment appetite drives the development of 
the FinTech market, while in Europe, FinTech firms develop either through coop-
eration with banks or by making use of small niche markets (MNB, 2017).

With the advancement of digitalization and with a more open regulatory ap-
proach towards FinTechs, the landscape of financial services has changed signif-
icantly. The innovative new market participants and their technologies influence 
the entire financial services supply chain (Becsky-Nagy et.al, 2022). In recent years, 
the demand for online banking services has also increased significantly (Lakatos 
et.al, 2022). Today’s consumer society increasingly satisfies its needs through digi-
tal channels, and financial products and services are no exceptions (MNB, 2018a). 
It is important to know that adaptation to digital financial solutions is not so easy 
for everyone. It is becoming increasingly difficult to adapt to and to catch up with 
digitalization for those working in financial fields. Information and communica-
tion technology develop at a stunning pace, so we must broaden our knowledge 
in the fields of everyday financial and accounting tasks.
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aim of supervisory bodies is to create a framework in which risks are minimal-
ized but innovations are supported to spread. Applying regulatory instruments 
like Innovation Hub and Regulatory Sandbox could be a solution to this problem 
(MNB, 2017).

Innovation Hub (Financial Innovational Platform) is a platform ensured by 
regulatory authority where FinTech innovators receive guidelines from the regu-
lators. The experts of the regulatory authority answer the questions of the delegate 
of FinTech innovations, help them to interpret legal requirements and assess the 
need for law changes, which they forward to the decision makers. The currently 
established MNB (Bank of Hungary) Innovation Hub helps to identify real legal 
obstacles and to foster the viability of innovative ideas. With the help of Regula-
tory Sandbox, innovators can test the viability of their financial product or busi-
ness model in a “test environment” controlled by regulators, enjoying temporary 
exemption from certain regulatory obligations. These tests are carried out with 
real customer involvement. A common feature of Sandboxes is that the testing of 
innovations in real market conditions is allowed only for a limited amount of time 
– usually for 6-12 months –, with a limited number of clients. During that time, 
regulators dispense with some pre-defined regulatory requirements. The main 
criteria of getting into the test is that the innovation must be a significant novelty 
for the customers or clients, and the applier of that must meet the requirements 
of market entering. If the viability of the service is proved during the test, the real 
market entering may take place (Fáykiss et al., 2018).

PSD2 is a revised directive about payment services within the EU. It is a tech-
nological and regulatory framework thanks to which not only banks can provide 
financial services, but it also supports the introduction of new digital services. 
However, the new participants of the market tend to cooperate with the already 
existing members.

The Revised Payment Services Directive abolished one of the main tasks of 
banks: the exclusive dealing with banking secrecy. Indeed, third party providers 
– with the consent of their clients – have the right to access clients’ bank accounts 
when providing financial services (Müller – Kerényi, 2021). PSD2 intends to 
transform the European payments market into a more efficient one and encour-
ages innovation while making payments more secure. The GDPR aims to harmo-
nize data privacy laws across Europe, to protect EU citizens’ data privacy while 
reshaping the way organizations approach data privacy. These changes will pose 
new challenges for financial institutions in terms of technology, operational and 
strategy perspectives (EBA, 2018).

Banks work with a huge data set, using a transparent and user-friendly inter-
face that can help consumers to see their financial matters in a different approach, 
so they can make more soundly based decisions. In terms of the PSD2 (the Re-
vised Payment Services Directive of the EU) and the GDPR (General Data Pro-

•	 A FinTech company may also decide to specialize and focus on a single 
element of the value chain and therefore it serves a specific customer base. 

•	 In the third scenario, the FinTech firms or the global technology giants 
(BigTech) cover the whole value chain and crowd out traditional banking 
actors. This latter possibility represents the greatest challenge for not only 
the incumbent market participants, but also for regulatory and supervisory 
authorities (MNB, 2017).

The fast penetration of new solutions created not only new opportunities but new 
challenges, as well. New technology must meet the requirements of users con-
cerning trust, security, competitiveness, and the protection of privacy. The lack of 
unambiguous rules can restrict the willingness to use innovations. Nobody would 
like to invest in a development if it can turn out that it does not comply with all 
legal requirements. FinTech is international by nature, so because of its ability to 
conduct its activities across national borders and within and outside of econom-
ic regions, e.g. the European Union, legislators must apply common norms and 
principles with respect to domestic features, in order to ensure equal rights and 
security for everyone. At the same time, we must stay open-minded and receptive 
about newness in order to enjoy the advantages provided by modern solutions 
and to stay among frontrunners.

Regulation evolves alongside technology. Technology is often used for regu-
latory compliance, monitoring and implementation (aka. regtech and suptech). 
In some cases, regulatory and supervisory requirements are being built right into 
technological systems (Arner et al., 2020). One huge problem arises from the lack 
of suitably qualified professionals at supervisory bodies, which makes it harder to 
control the continuously changing and developing FinTech innovations.

Due to their decades of operational experience, banks have great expertise in 
regulation and compliance. In most cases, FinTech and BigTech companies gain 
access to the regulated financial system at the back office or infrastructure layers 
by offering their financial services in close direct or indirect collaboration with 
banks (Feyen et al., 2021).

2.2. Regulations

The regulatory dilemma linked to FinTech solutions is about finding the balance 
between a laissez-faire approach and a fully prohibitive regulatory stance. With a 
too lenient approach, FinTech firms would gain an unfair competitive advantage 
in comparison with incumbent market participants leaving several risks concern-
ing investors and consumers. Excessive restrictions would curb innovations, so 
innovators and clients would probably turn away from the domestic market. The 
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•	 Reactive: in this group, there are two sub-groups, with (a) some institutions 
perceived as followers of the technological developments and taking a ‘wait 
and see’ approach, with carefully defined strategies and a steady pace of 
internal changes and (b) other institutions that appear to react to peer pres-
sure and take a ‘go with the flow’ approach combined with the concern of 
being left behind. Such an approach could lead to irrational decisions and 
inadvertently bring new/amplified and unknown risks to the business.

•	 Passive: in this group, we usually see institutions left behind in terms of 
technological developments because of other significant priorities (e.g. 
high non-performing assets levels). Nevertheless, they are slowly trying to 
catch up, as customers have started asking for a change in their banking 
products/services. However, in this group, we also see some conservative or 
more traditional institutions, which are usually reluctant to change (EBA, 
2018).

We think that we could list here the old banks too, in case of which the process 
and the investments would cost a lot of money.

Based on the available information, we have compiled the SWOT-analysis of 
the banking system in the light of digitalization and the FinTech phenomenon. 

Fig. 1: The SWOT-analysis of the banking system

Source: Author’s development

Banks are well-capitalized institutions, which have extensive security systems to 
meet the requirements of laws and clients. In the last few years, risk management 
has become a key role of central banks. Thanks to its decades of operational ex-
perience, the banking system has won the trust most of its clients and a kind 
of bank-loyalty has appeared. The banking system has a comprehensive database 

tection Regulation of the EU), users decide to whom they choose to give financial 
data. Banks managing data must ensure that data transmission is carried out safe-
ly through APIs (Application Programming Interface). This model is called open 
banking. One advantage of this model is that product offer comparison is easier, 
and it makes the offers of financial service providers more transparent.

Open banking regulations require banks to post accurate and unbiased infor-
mation both online and in their bank branches, on the basis of what clients can 
assess the quality of their services. Banks must raise the awareness of their clients 
about the unforeseeable exceeding of bank overdraft limits and must grant a grace 
period to their clients to correct the problem and to be able to avoid charges. PSD2 
ensures the legal background of open banking, so non-banking financial service 
providers entering the market can provide new services to the consumers by using 
banking data, which clearly boosts competition (Frankenfield, 2019).

The Revised Payments Services Directive includes many cyber security rules. 
Worth mentioning among the additional rules is the technical regulation about 
strong customer authentication and secure communication, which was created 
by the European Banking Authority (EBA). The essence of the so-called strong 
customer authentication is that the identification of clients is based on the reality 
of at least two validation data when using electric payment services, which must 
be in different categories (MNB, 2018b). The 3-element authentication based on 
elements categorized as knowledge (e.g., PIN code), biological parameter (e.g., 
fingerprint) and possession (e.g., mobile) require the presence of two elements, 
thus making electric payments more secure.

2.3 The status of the banking system

The EBA conducted a survey about the impact of the spread of FinTech technolo-
gies and business models to the operation of banks. The European banks partici-
pating in the survey assessed the impact of FinTech to the business efficiency and 
business models of the incumbents and the revenue-generating ability of financial 
services (Németh, 2019). It names three groups of banks based primarily on the 
usage of innovative technology, the extension and depth of the cooperation with 
FinTech companies, and the status of the bank’s internal digital transformation:

•	 Proactive/front-runners: institutions with ambitious innovation strategies, 
highly targeted transformation projects and growing investments in Fin-
Tech. Although some institutions may have set aggressive strategies, which 
usually have unclear impact and risk assessments, in an effort to achieve 
the first mover advantage, others have set clear, well thought out and com-
prehensive strategies and targets with a strong research orientation and the 
necessary focus on governance, organizational aspects, operations and risk 
management.
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•	 Blockchain technology resembles a decentralized (P2P) transaction data-
base with cryptographic methods. In banking fields, blockchain can be ap-
plied in e.g. digital client identification, stock commerce or in transaction 
management. This technology is not completely mature, but it is sure that 
it offers more efficient and cheaper opportunities compared to other sys-
tems. Thanks to its decentralization, it saves time for its users and it lowers 
the chance of conflicts because the involvement of a third party (banks, 
lawyers) is unnecessary. Blockchain and the smart contracts applying them 
help to prevent and filter out misuses and make sensitive data storage more 
secure.

•	 Artificial intelligence has already appeared in the financial services – clients 
will probably communicate with robots in the future. Robo-advisors are 
digital platforms controlled by an algorithm and they can provide financial 
services with a limited level of human supervision.

•	 So-called Business Intelligence (BI) instruments make relevant information 
(that can be converted into knowledge) out of data. Business intelligence 
means the conscious and organized collection, systematization of own in-
house data and public source. And then, on that basis, summarizing rele-
vant business information and passing it to corporate decision makers or 
other interested parties. In the last years, the technological background of 
business intelligence has become clear. Banks have the most sensitive and 
most valuable information about client behavior, so they can make better 
decisions and provide personalized services. In this way, clients can use 
more convenient services and make more conscious financial decisions.

•	 GAFA is an acronym that stands for the initials of the four big American 
technological giants: Google-Apple-Facebook-Amazon. These digital lead-
ers have started to break into the financial fields as well. There is a similar 
acronym in China for BigTech companies: BAT (Baidu, Alibaba, Tencent). 
These giant firms deal mainly with online services, software and computers 
(Pál, 2018; T-Systems, 2016).

BigTech companies have enormous clientele, capital and user data analyzer arti-
ficial intelligence, which help them to come up with breakthrough innovations 
even in the field of financial solutions. It can cause systemic risk that such compa-
nies can access to sensitive financial user data without those rules that incumbent 
financial service providers must follow (Becsky-Nagy et al., 2022).

The payment solutions – WeChat Pay and Alipay – of Chinese technological 
companies (Tencent, Ant Financial), created access to financial products for mil-
lions. On the other hand, 90% of the mobile payment market is now in the hands 
of two companies. While the American BigTech companies in other regions were 

about customer behavior; thus, it is easier for them to mark out the direction of 
future developments (MNB, 2018a). According to the survey based on this data-
base, most people have a bank account in the same bank as their parents, and do 
not like moving from bank to bank.

A big weakness is the high banking costs – especially in the case of European 
banks. Banks with a long history are less flexible because it would be quite expen-
sive to transform their infrastructures. They often face transformational barriers, 
because many institutions need a full IT conversion.

In order to survive, the banking system must seize the advantages of digitali-
zation and automatize its processes to be able to focus on more important fields. 
Financial institutions probably have the source to differentiate their products with 
a high level of customer experience. The fast adaption of financial institutions to 
the innovations can ensure a long-term competitive advantage. One possibility 
of renewal is the cooperation with FinTech firms applying their innovative ideas, 
digital solutions and IT expertise. Another option can be the acquisition of Fin-
Techs.

We believe that currently, the BigTech firms pose the biggest threats to the 
banking system because of their highly developed IT systems and the brand loyal-
ty of their clients. It would be a big mistake for the banking system to lag behind 
the modern environment and requirements because it would lead to the loss of 
clientele, income, and finally to failure and closure. PSD2 also contains several 
regulations that can endanger the future of banks and may alter the competition 
among the members of the financial sector (e.g. open banking). FinTech firms 
appearing on the market can distract the life of incumbent participants too with 
their innovative mentality, cheaper solutions and more user-friendly interfaces.

2. 4. The 4th Industrial Revolution

According to the 4th Industrial Revolution or digital industry conception the 
industrial production is combined with the internet technology and the knowl-
edge-based capital. Huge amounts were invested into digitalization in many in-
dustrial fields and the digital innovation has become widespread (Hausmann, 
2017).

Distributed ledgers, cloud services, big data, and artificial intelligence (AI) are 
some of the innovative technologies which are being tested for many types of fi-
nancial operations, to make them more efficient and less costly (FSB, 2019).

The 4th industrial revolution is not only about the penetration of technology, 
but also the paradigm shift of business processes. Highlighting some innovations 
and phenomena which were brought into the financial world by industry 4.0, and 
which can be crucial concerning financial culture:
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ents. These solutions will soon appear in our everyday lives because we could 
run our banking/financial errands from home avoiding standing in queues inde-
pendently of opening hours. We only need a PC/laptop or a mobile and internet 
connection. Time is money, so it does matter how much time we spend running 
our financial errands. Banks are trying to simplify the transparency and under-
standing of information by applying user friendly interfaces. It is easy to find one’s 
way on their webpages and they also provide calculators for comparing bank-
ing products. Apart from traditional banking (like money transfer, loan taking or 
investments), banks provide the opportunity of paying bills, topping-up mobile 
balance, or even buying motorway toll stickers. Some applications provide even 
more, of course, with the backgrounds of banks or other financial service provid-
ers.

Digital trends are rapidly accelerating and there is a huge demand for alter-
native payments models. The global pandemic has only enhanced interest in and 
investments into the payment sector driving activity in the challenger banking 
and B2B sector (KPMG, 2021). One must not forget that technological improve-
ment and digitalization brings new types of risks. Cybersecurity is one of the most 
important aspects of FinTech in the modern world to combat new dangers (Peters, 
2021).

3. Summary

To sum up, we believe that we are experiencing an international rise in digitaliza-
tion, in which the participants and clients of the financial sector face different gen-
erational challenges. The penetration of BigTechs and FinTech startups brought 
along an obvious shock to the business life of the sector. These changes influenced 
the expectations of consumers: customer experience became the main criteria of 
their decisions. The traditional members of the financial sector must adopt to the 
digitalized world, the innovative solutions and the technological changes in order 
to keep their positions in the market and to stay in the ring. 

The 4th industrial revolution has already reached payment solutions and other 
financial fields. Financial digitalization improves client satisfactions and the qual-
ity of services, and moreover, it decreases the frequency of cash usage and helps to 
make cash management more transparent (Póta et. al., 2021).

In our view, incumbent market participants must make the efforts to meet the 
super modern challenges and keep their clients by providing high level of cus-
tomer experience (its source can be an accelerated banking administration), while 
preserving traditional banking values. We believe that they have already made the 
first steps by introducing the Revised Payment Services Directive, modernising 
their systems, digitalizing and automatizing their services, managing cyber risks 
and by creating payment platforms.

noticed by authorities and paid huge fines, the Chinese BigTech firms tried to 
avoid that. Probably as a result, Chinese  BigTech firms tried to avoid that.

2.5 Banking services and new payment solutions

In our view, it is hard to make a difference between the financial products of banks 
because they are homogeneous. For clients, reliability and customer experience 
– like fast and easy administration – are the primary considerations when choos-
ing financial service providers. We believe that concerning financial products and 
services, clients are looking for a user-friendly interface, data protection and the 
transparency of product conditions.

Increasingly, clients prefer avoiding having to run bank errands by using a 
mobile application, instead. With this method, not just cash, but also payment 
card usage, would be minimized, or it could even cease to exist in the future. A 
cashless society is considered a good thing, but QR-code and NFC based pay-
ment solutions are not completely safe. QR-codes are two dimensional barcodes 
which store digital data. With their help, we can code webpage, Twitter links or 
other information. Each bank must provide customers the opportunity to pay 
bills through net- and mobile banking. The scanning of QR codes is probably the 
simplest way of the entry of the bill’s data into the banking system without mak-
ing a mistake. To scan the code, one only needs a mobile and a QR code scanning 
application. Some companies use QR codes to offer discounts for their custom-
ers. On the contrary, NFC (Near Field Communication) is a short-range (max. 
1 meters) wireless technology, which sends data with the help of a magnet – like 
those used in shops to prevent shoplifting. Although these solutions provide a 
convenient option for customers and a cheap marketing tool for businesses, both 
alternatives entail some risk. A QR code can hide any kind of data, thus there was 
a case when the scanned code directed the person to a fake website. So, there is a 
danger that we give our card number or invoicing address on an unreliable page 
when ordering a product or initiating a payment, easing the work of phishers. 
NFC ensures the communication between two devices, but it do not exclude the 
possibility for a third device to take or modify data. Of course, companies apply-
ing these technologies and governmental organizations are continuously working 
on the elimination of these risks.

In order to simplify and accelerate processes, banks use the methods of digi-
talization, and automatize to increase client’s satisfaction. Worth mentioning for 
instance the online comparable offers or the opportunity of VideoBank account 
opening. In this way, choosing a banking product would be the result of a more 
comprehensive, exhaustive but at the same time easier decision-making process. 
Also, online administration, credit offers and lending are already available for cli-
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The number of digital solutions in banking fields will probably rise, thus the fi-
nancial sector faces the challenges of digital switch more intensively, which could 
also enforce a shift towards a more cost-effective way of banking operation. 

Nevertheless, it is important to emphasize that automatization has limits be-
cause human factor is irreplaceable in some fields like creativity, thinking or de-
cision-making.
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